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ABSTRACT

Tracking pixels are widely used to optimize online ad cam-
paigns through personalization, re-targeting, and conversion
tracking. While prior research has primarily focused on de-
tecting the prevalence of tracking pixels, limited attention
has been given to variations in their configurations across
websites. A tracking pixel may be configured differently
on different websites. In this paper, we propose a differen-
tial analysis framework: PixelConfig, to reverse-engineer
tracking pixel configurations across websites. Using this
framework, we investigate three types of Meta Pixel configu-
rations: activity tracking (i.e., what a user is doing on a web-
site), identity tracking (i.e., who a user is or who the device is
associated with), and tracking restrictions (i.e., mechanisms
to limit the sharing of potentially sensitive information).

Using data from the Internet Archive’s Wayback Machine,
we analyze and compare Meta Pixel configurations on 18K
health-related websites with a control group of the top 10K
websites from 2017 to 2024. We find that features for activity
tracking, such as automatic events (where the Pixel automat-
ically collects button clicks and page metadata), and identity
tracking, such as first-party cookies (which are unaffected by
third-party cookie blocking), reached adoption rates of up to
98.5% and 98.8%, respectively, largely driven by the Pixel’s
default settings. We also observe the Pixel to be used to track
potentially sensitive information, such as user interactions
related to booking medical appointments or clicking buttons
associated with specific medical conditions (e.g., erectile dys-
function) on health-related websites. Tracking restriction
features, such as the core setup, are typically configured by
Meta on up to 37% of health websites and 15% of control web-
sites. Overall, we find that, even when implemented, these
tracking restriction features are not comprehensive, can be
ineffective, and can be circumvented.

1 INTRODUCTION

Online platforms such as Google, Meta, and TikTok provide
tracking pixels that advertisers can install on their websites.
The information collected through these tracking pixels is
used to run ads. For example, an advertiser may want to
run ads targeting Facebook or Instagram users who took a
specific action (e.g., added an item to cart) on their website.
This is called retargeting [59]. Advertisers can also ask an
online platform to target users who “look like” a particular
set of users who visited their website. This is called lookalike

targeting [67]. Advertisers can also run ad campaigns where
the platform automatically configures targeting parameters
to optimize specific outcomes (e.g., item purchase). This is
called conversion optimization, which relies on tracking out-
comes to auto-adjust targeting parameters [31, 60].

As our society’s reliance on the Internet has grown, online
advertising has become the dominant model for reaching
customers. Online advertising in the US is set to exceed $300
billion in 2024 [29], with Google and Meta accounting nearly
half of the online ad spend. Almost every business has an
online presence today and most of them run ad campaigns
to reach new customers and engage with the existing ones.
This means that websites install tracking pixels provided by
platforms to track their customers [42]. In fact, over 90% of
websites include at least one tracking pixel today [17, 20].

Tracking pixels have advanced in their capabilities over
the years. Tracking pixels used to be simple 1x1 image ele-
ments loaded from a tracking server. When a user visited a
webpage where the pixel was installed, the user’s IP address,
cookies, and information about the page’s URL was shared
with the tracker. Modern tracking pixels (now often referred
to as tags instead of pixels) increasingly rely on JavaScript to
gather a richer set of information that is available via various
web APIs. JavaScript-based tracking pixels can automatically
or through additional configuration collect much richer set
of information. Therefore, modern tracking pixels can be
configured and customized in a variety of ways to use differ-
ent tracking features. For example, modern tracking pixels
can be configured to use first-party cookies [66, 92] or share
information about button clicks on a page [33, 64].

As tracking has become more widespread, the research
community has conducted large-scale studies to measure
the prevalence of tracking pixels [9, 20, 42, 77]. For exam-
ple, nearly a decade ago, Englehardt and Narayanan found
third-party tracking pixels on more than 80% of top-million
websites. Using data archived by Internet Archive’s Wayback
Machine, Lerner et al. [42] reported increasing prevalence,
number, and variety of tracking pixels between 1996 and
2016. There is also ample research on tracking pixels that
engage in a specific kind of tracking such as fingerprinting
[8, 37, 38, 98] and session replay [1, 91, 102].

Prior research on online tracking measurement has pri-
marily focused on detecting the presence of tracking pixels
across the web. These studies have overlooked the fact that
the same tracking pixel installed on two websites may be



configured differently. Since modern JavaScript-based track-
ing pixels offer a myriad of configurable features, simply
detecting their presence (i.e., whether a pixel is present or
absent on a page) is insufficient to understand the full scope
of their tracking capabilities.

To address this gap, we aim to study different configura-
tions of the same tracking pixel across the web. However,
studying tracking pixel configurations at scale is technically
challenging. First, public documentation of tracking pixels
is often vague and incomplete, making it difficult for re-
searchers to enumerate different possible configurations and
develop methods to study them at scale. Second, studying
tracking pixel configurations in the advertiser portal could
be helpful in theory; however, that requires having access
to advertiser accounts — which is infeasible. Third, dynamic
network traffic analysis of tracking pixels through website
crawling suffers from completeness issues. This is because
exhaustive website crawling would require (a) running a
deep crawler to identify relevant pages on a website, and (b)
simulating robust user interactions such as typing in form
fields and clicking on buttons to trigger various tracking fea-
tures. Additionally, dynamic analysis restricts the scope to
live installation of pixel on the website, limiting retrospective
analysis of configuration changes over time. Fourth, static
analysis of JavaScript source code to study tracking pixel
configuration is challenging because the code is typically
obfuscated and minified.

To address these challenges, we present PixelConfig - a
reverse-engineering framework that combines static and dy-
namic approaches to perform a differential analysis of track-
ing pixel configurations deployed across the web and over
time. This involves iteratively patching different tracking
pixel configurations of a given website for ablation analysis
of specific parts of the code pertaining to specific configura-
tions. Next, we compare the network traffic of the original
pixel configuration code and patched pixel configuration
code replayed in the browser. We further create a developer
account and install the tracking pixel on a test website to
enumerate different possible configurations. These differ-
ences in the pixel’s source code and network traffic allow
us to pin-point the exact part of the pixel source code that
reflects a particular pixel configuration.

In this paper, we apply PixelConfig to investigate Meta
Pixel configurations across the web from 2017 to 2024. We se-
lect Meta Pixel because it is arguably the most sophisticated
tracking pixel today and Meta is the second-largest digital ad-
vertising company in the world by revenue after Google [77].
Building on the approach introduced by Lerner et al. [42]
and most recently used by Bahrami et al. [8], we rely on Meta
Pixel’s source code archived by Internet Archive’s Wayback
Machine. The Wayback Machine has archived Meta Pixel’s

source code that is installed across millions of websites over
the years [7].

Using the data from the Wayback Machine, we conduct a
longitudinal analysis of the configurations of Meta Pixel in-
stalled on 18K health websites and a control group of top-10K
websites. Tracking pixels installed on health websites can col-
lect potentially sensitive information when users search for
specific medical conditions, schedule medical appointments,
or access medical records. Health information is considered
more sensitive [41, 50, 94] and laws/regulations (e.g., HIPAA
[35]) provide heightened protections for health information.
Using PixelConfig, we study the adoption and configura-
tion of the following three categories of Meta Pixel features:
o Activity Tracking: Meta Pixel tracks user activity — what
a user is doing on a website — through about 20 default and
standard events such as PageView, Purchase, and AddToCart
that can be automatically setup. Meta Pixel also allows adver-
tisers to define custom events. Through a variety of standard
and custom events that can be configured in a number of
ways, Meta Pixel can track a wide range of information such
as page URL, referrer URL, page title, page meta-data, button
text, form fields, etc.

o Identity Tracking: Meta Pixel tracks user identifying in-
formation — who a user is or who the device is associated
with — using PII (e.g., email, phone, firstname, lastname)
harvested from the website, first- and third-party cookies
containing account and device identifiers, as well as IP ad-
dress and detailed device properties such as in user-agent.
e Tracking Restrictions: Meta Pixel has recently intro-
duced tracking restrictions that can be configured to limit
the information shared with Meta. These restrictions include
recently introduced Core Setup [69] as well as blacklisted
and sensitive keys that limit tracking by Meta Pixel.

We aim to address the following research questions:

(1) How has Meta Pixel configuration evolved over time?
Over the years, Meta Pixel has offered various new features
and capabilities. It is unknown how these features and capa-
bilities have been adopted and configured. Understanding
tracking pixel configuration over the time can shed light on
how online platforms and advertisers have responded to new
features introduced by Meta as well as impact of new privacy
laws, regulations, and enforcement actions.

(2) How does Meta Pixel configuration compare across
health-related and a control group of top websites? A
tracking pixel installed on a generic website (e.g., a pet supply
store) presents a different privacy risk as compared to the
same pixel installed on a health website, due to its sensitive
nature and heightened protections under laws/regulations.
The collection and sharing of potentially sensitive health
information by tracking pixels has invited scrutiny from
regulators such as HHS and FTC [4, 24].
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Figure 1: Timeline depicting key events in the evolution of Meta Pixel: features, configurations, regulatory actions.

Our findings show that the adoption of tracking features
of Meta Pixel is driven by their default settings. For example,
Meta Pixel’s automatic event tracking feature that collects
button clicks and page metadata information was adopted by
up to 98.5% of the websites. As another example, Meta Pixel’s
first-party cookie feature that is unaffected by third-party
cookie blocking was adopted by up to 98.8% of the websites.
This is because both of these features were configured by
default. Other features that were not turned on by default but
still were widely adopted were driven by Meta’s messaging
and nudging. For example, Automatic Advanced Matching
where Meta Pixel extracts user identifying information such
as email addresses and phone numbers from form fields
was adopted by nearly 50% of the websites due to Meta’s
messaging around its ability to improve effectiveness of ad
campaigns given the adoption of anti-tracking features being
introduced in web browsers [57, 73].

Meta Pixel has also introduced features for tracking restric-
tion. These tracking restriction features include blacklisted
and sensitive keys (to block tracking of certain URL parame-
ters) in 2020 and 2021 respectively, and more recently Core
Setup in 2023. Our findings show that these tracking fea-
tures are typically enabled and configured by Meta. While
these these features were adopted on more health websites
as compared to control group of website, their adoption on
health websites remained relatively low (36% and 37% for
sensitive keys and Core Setup respectively). We also find that
these restrictions, even when implemented, were not always
effective (e.g., not all potentially sensitive URL parameters
were blocked and not all Pixels on a health website were
placed in Core Setup).

2 BACKGROUND & RELATED WORK
2.1 Introduction to Meta Pixel

Meta Pixel (initially known as Facebook Pixel) is a JavaScript
based tracking pixel that allows Meta to track information
about certain actions taken by a user visiting a website [56].
The information tracked by Meta Pixel on a website is used
to optimize ad campaigns on Meta. For example, an adver-
tiser may run ad campaigns to retarget users on Instagram
who previously added an item to cart but did not ultimately
complete the purchase on the website. Meta Pixel is currently
used on millions of websites [78], accounting for roughly
one-quarter of the web according to various measurements
[9, 17, 75, 95].

Meta Pixel builds on Meta’s earlier tracking tools, which
date back more than 15 years as depicted in Figure 1. Beacon
was the first tracking tool introduced in 2007 that enabled
Facebook to track user activities on non-Facebook websites
[18, 87]. When a user visited a website where Beacon was
installed, the user’s activity on the website was (without
explicit user interaction) shared on the user’s Facebook News
Feed. Facebook Beacon was discontinued in 2009 due to
privacy concerns [12]. In 2010, Facebook introduced the Like
button that could be installed on non-Facebook websites
[85]. Both Beacon and the Like button automatically tracked
user activity (e.g., URL of the page and a third-party cookie)
but the Like Button required a user to explicitly click on the
button for the user’s website activity to be shared on the
user’s Facebook News Feed [83, 85].

In 2013, Facebook introduced two advertising-focused pix-
els that were ultimately merged into a unified Facebook/Meta
Pixel [10, 22, 51, 93]. The Custom Audience Pixel enabled
creation of an audience of users on the website that visited
a particular URL [39]. The Conversion Tracking Pixel en-
abled tracking information about a specific actions users
took on the website via five standard events (i.e., Checkouts,
Registrations, Leads, Key Page Views, Adds to Cart) [45]. In
2015, Facebook unified the two pixels with the launch of the
Facebook Pixel [10, 22]. The unified Facebook Pixel enabled
tracking of nine standard events (e.g., InitiateCheckout,
Purchase) and define custom events [10, 51]. Just like Beacon
and the Like Button, Facebook Pixel automatically tracked
user activity on non-Facebook websites but with more de-
tailed information and the main purpose being to optimize
ad campaigns on Facebook.

In an update in 2017, Facebook Pixel introduced two new
events to automatically collect button clicks (SubscribedBu-
ttonClick)and page metadata (Microdata) on non-Facebook
websites [55]. Unlike previous iterations of the Facebook
Pixel, the collection of these automatically collected events
did not require any manual configuration from website de-
velopers [64, 79]. Using automatic events, Facebook Pixel
now could automatically infer that these events are associ-
ated with standard events such as Purchase or AddToCart.
Beginning with this update, as discussed later in Section 2.3,
Facebook Pixel’s source code was split into two scripts: a
generic fbevents.js script [54] and a signals/config script [52]
that contains configuration information about a Meta Pixel.
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Figure 2: Steps depicting the process of loading a configured Meta Pixel.

2.2 How does Meta Pixel track users?

Atits core, Meta Pixel tracks a user’s activity on non-Facebook
websites and matches it with the user’s Facebook account.

o Activity Tracking: Meta Pixel by default supports the
PageView event for each page laod. In addition, Meta Pixel
supports two automatic events — SubscribedButtonClick
and Microdata [79]. The SubscribedButtonClick event
captures button click information such as button text. The
Microdata event captures metadata of the webpage that
is defined on the page using OpenGraph, Schema.org, or
JSON-LD format. Beyond these, Meta Pixel supports 17 pre-
defined standard events, representing common user actions
indicative of conversions, such as product searches, views,
and purchases. Each standard event may include parameters
such as product name, product identifier, product category,
product price, quantity purchased, etc. Meta Pixel also sup-
ports custom events, which allow defining and capturing any
user action not captured by the standard events [61, 63, 68].
Each Meta Pixel event is sent in an HTTP GET/POST re-
quest to Meta’s https:// www.facebook.com/tr/ ?id=[ PixelID]
server, where PixelID is the Meta-assigned unique identifier
for the pixel instance. The payload of each HTTP request
include the page URL in the d1 parameter and referrer page
URL in the rl parameter [56]. Beyond standard URL pa-
rameters, event-specific and contextual details are included
in cd[<parameterKey>] parameters, where parameterKey
may be buttonText, buttonFeatures, pageFeatures, and
formFeatures for the SubscribedButtonClick event and
DataLayer such as OpenGraph, Schema.org, and JSON-LD for
the Microdata event. Other standard and custom events may
also include relevant information in the cd[<parameterKey>]

parameters. Lastly, to facilitate user-matching, user data man-
ually sent by advertisers is included in the ud[<parameter-
Key>1, or the udff[<parameterKey>] if captured automat-
ically through form fields via Automatic Advanced Match-
ing, where common parameterKey values include identifiers
such as em (for email) as discussed below in identity tracking.

o Identity Tracking: Meta Pixel collects three categories
of identifying information for each event and matches them
to a user’s Facebook account using a proprietary matching
algorithm [73, 99].

First, Meta Pixel automatically collects third-party cookies
set on the facebook.com domain with each event’s HTTP re-
quest. These third-party cookies include the c_user cookie
that stores the Facebook user ID in the plaintext, the fr
cookie that contains encrypted Facebook user ID and a browser
ID, and the datr cookie that contains a browser ID [46, 65].
Given some browsers restrict third-party cookies [11, 14],
Meta Pixel also stores first-party cookies (i.e., set on the
advertiser’s domain), _fbp and _fbc, since 2018 [19]. The
_fbp cookie enables same-site tracking while the _fbc cookie
enables cross-site tracking by storing the fbclid click ID
that is added as a URL parameter by Facebook during any
Facebook to non-Facebook navigation [9]. The third-party
cookies are shared with Facebook in the Cookie header while
the first-party cookies are shared in parameters.

Second, in addition to cookies, Meta Pixel automatically
collects IP address, user agent, and other device properties
such as screen width and height. While account and device
identifiers in cookies are deterministically matched to a Face-
book user, IP address, user agent, and other device properties
are probabilistically matched [90].
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Finally, Meta Pixel also supports advanced matching since
2016, where it collects certain information a user enters in
web forms such as email, first name, last name, phone num-
ber, gender, birth date, city, state, zip, and country informa-
tion [74, 76, 91].

e Tracking Restrictions: Meta Pixel has recently intro-
duced tracking restrictions to limit the sharing of certain
types of information with Meta. For example, Meta Pixel
introduced UnwantedData configuration, which filters cer-
tain URL (or payload) parameters. The filtering is based on
what Meta calls sensitive and/or blacklisted keys. In
2023, Meta introduced Core Setup that imposed more stricter
restrictions on websites that belong to sensitive categories
[96]. In Core Setup [69], Meta Pixel is supposed to not share
custom parameters and the URL information is to be limited
at the domain level. While an advertiser can in theory en-
able Core Setup on its own, it is mostly turned on by Meta
(80, 96].

2.3 How is Meta Pixel Installed and Confi-
gured on a Website?

Figure 2 illustrates how Meta Pixel is loaded on a website.
When an advertiser creates a pixel, Meta assigns it a unique
identifier called Pixel ID. Meta provides the base code that
advertisers are recommended to include in the head section
of their website. When a user visits the advertiser’s website,
the base code executes and fbevents.js [53] is downloaded.
This script is common across all websites on which Meta
Pixel is installed. The fbevents.js script subsequently loads
a configuration script that is specific to the Pixel ID. This
configuration script reflects the information about various
features and settings defined for the Pixel ID. Once Meta
Pixel is loaded, each event is collected viaa HTTP GET/POST
request at Meta’s https://www.facebook.com/tr/?id=[PixelID]
server.

Our analysis shows that a portion of the configuration
script is minified and obfuscated. However, a portion to-
wards the end of the configuration script, within the fbq.
registerPlugin(...) function, includes structured information
that is related to adoption and configuration of various fea-
tures. It comprises of the following five sets of functions:

(1) fbq.registerPlugin(...) function encapsulates the entire
configuration segment, including all other functions.

(2) fbq.loadPlugin(<moduleName>) function loads mod-
ules associated with specific features, such as for UnwantedDa-
ta as listed below:

fbq.loadPlugin ("unwanteddata");

(3) instance.optIn(<pixelID>, <configName>, <bool>)
opts in to the respective configuration for the Pixel ID as
shown in the example below:

instance . optIn("1234567891234567", "UnwantedData", true);

(4) config.set(<pixellD>, <configName>, <configJSON>)
allows setting the configuration at a finer granularity as
dictated by the input JSON as shown in the example below:

config . set ("1234567891234567", "unwantedData", {
" blacklisted_keys ": {
"ViewContent": {
"cd": ["em"],
"url": ["lat", "Ing"]

3
3
" sensitive_keys ": {
"PageView": {
"cd": ["d3857bl12b4cea... "],
"url": []
}
}

hE

(5) fbq.set(<configurationName>, <pixellD>, <list>) lists
specific configurations on how a Pixel ID handles data col-
lection and processing.

fbq. set ("estRules ", "1234567891234567", [{
"condition": {
"type": 1,
"conditions ": [{
"value": "Submit my portfolio "
i
3

"derived_event_name": "SubmitApplication”,

"rule_id": "3690133590227007"
1

This set of functions in the Pixel configuration script capture
various features and their configurations. Therefore, we rely
on the configuration script in developing our differential
analysis based reverse-engineering framework in Section 3.

2.4 Related Work

Prevalence of tracking pixels. The research community
has extensively studied the prevalence of tracking pixels
[5, 9, 20, 38, 42, 43, 49, 84, 100, 101]. Libert [43] reported
Google Analytics and Facebook Like button on 46% and 21%
of the top-million websites, respectively. Englehardt and
Narayanan [20] reported Google and Facebook’s tracking



pixels on 67% and 24% of top-1M websites, respectively. Com-
plementing this line of work, Lerner et al. [42] conducted a
longitudinal study of tracking pixels using data from the In-
ternet Archive’s Wayback Machine. The authors reported a
steady increase in the prevalence, variety, and capabilities of
tracking pixels between 1996 and 2016. Ruohonen et al. [86]
found 1x1 image pixels on 31% of top-500 websites. Fouad
et al. [27] expanded the analysis beyond 1x1 image pixels
and reported image pixels on 95% of the crawled websites
The authors further classified image pixels based on their
tracking behaviors. More recent studies [6, 9] have shifted
focus on more closely analyzing a specific tracking pixel. The
research by Bekos et al. [9] is the most relevant to our work.
The authors reported that 23% of the top-10K websites use
Facebook Pixel and reported various events tracked across
different categories of websites, including health websites.
In addition to the PageView event, the authors found that
certain websites track standard events such as “completereg-
istration” and “add payment info”. Our work studies a wider
range of Facebook Pixel configurations. In summary, much
of prior work has focused on detecting the presence of track-
ing pixels and not their configurations over time. Our work
aims to fill this gap.

Tracking pixels on health websites. The research com-
munity has also investigated the use of tracking pixels on
potentially sensitive websites such as those related to health.
Intuitively, tracking pixels on health websites pose differ-
ent privacy risk as compared to those on a generic website.
Health information is considered more sensitive [41, 50, 94]
and observes greater protection under various laws and reg-
ulations (e.g., HIPAA [35]). Libert [44] reported that 91% of
the 80,142 health-related web pages include one or more
third-party, with 78% for Google, 38% for comScore, and 31%
for Facebook. Huo et al. [36] reported that 67 and 7 out of the
459 patient portals include Google Analytics and Facebook
Pixel, respectively. Markup’s Pixel Hunt project [48] inves-
tigated the use of Meta Pixel across 100 hospital websites
in the United States [47]. The academic and journalistic re-
search into the use of tracking pixels on health websites has
prompted regulatory action in the US. In 2022, the Federal
Trade Commission (FTC) [28] issued enforcement actions
against digital health platforms like GoodRx and BetterHelp
for sharing sensitive health information due to their use of
tracking technologies such as Google, Facebook, Snapchat,
Criteo, and Pinterest [23, 30]. In 2022, Department of Health
and Human Services (HHS) [82] released a bulletin [81] on
the use of tracking technologies on health websites [4]. Sub-
sequently, in 2023, the FTC and HHS issued warning letters
to 130 healthcare providers using tracking technologies on
their websites [4, 24]. Our longitudinal analysis sheds light
on the impact of these enforcement actions on the adoption
and configuration of tracking pixels on health websites.

3 PIXELCONFIG

In this section we describe PixelConfig, a reverse-enginee-
ring framework to study the configurations of a Meta Pixel
instance. PixelConfig involves a two-fold strategy. First,
we perform code patching of different configurations defined
in a Meta Pixel instance by iteratively commenting out or
removing specific lines related to a given configuration. We
replay the patched configuration script on client-side using
the override functionality in Chrome DevTools [32]. We in-
spect network traffic to Meta’s servers (i.e., facebook.com) to
understand the effect of patched line in the configuration
script. Second, we create a test website, sign-up for a Meta
developer account, and iteratively create pixels to test the
effect of different features and configuration settings avail-
able in Meta Business Manager. We do this because changing
various feature settings result in changes in the client-side
configuration script of the Meta Pixel instance. Thus, we
perform differential analysis of network traffic to Meta’s
servers before and after replaying a patched configuration
script as well as differential analysis of the configuration
script before and after modifying various feature settings in
Meta Business Manager. Below we explain the how we use
this differential analysis to ascertain the three categories of
Meta Pixel features: activity tracking, identity tracking, and
tracking restrictions. Table 1 summarizes the mapping.

Table 1: Meta Pixel features: Summary of Reverse-
engineered configuration mapping, timeline, defaults.

Tracki Pixel
Tracking racking 1xe 3 Default
Catesor Feature Configuration Status
gory (Start Year) (Since Year)
Aut ticSet
> Automatic Events romanesettip
= (2017) InferredEvents
& (2017)
<
Event Setup Tool ESTRuleEngine
(2019) (2023)
> First-Party Cookies FirstPartyCookies
E (2018) (2018)
o}
= Auto. Adv. Matching  AutomaticMatching
(2018) (2018)
§ Prohibited Data Filter UnwantedData
k3] (Unknown) (2020)
‘5
2 Core Setup ProtectedDataMode
~ (2024) (2023)

3.1 Activity Tracking

Automatic Events. Meta Pixel implements the default Page-
View event along with the automatic Microdata and Subscri-
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Figure 3: PixelConfig: Our differential analysis based
reverse-engineering framework comprising (a) & (b)

bedButtonClick events. While the PageView event is de-
fined within the base Pixel code, the automatic Microdata
and SubscribedButtonClick events are not. To examine
their configuration, we patch the AutomaticSetup configu-
ration by removing the call to instance.optIn(<PixelID>,
"AutomaticSetup", true).Uponreplaying the patched pixel,
the Microdata event does not fire when the page is loaded.
Similarly, when we patch both the AutomaticSetup and
InferredEvents configurations from the Pixel configura-
tion script by removing their respective instance.optIn
calls and replay the patched script, the SubscribedButton-
Click event no longer fires when a button is clicked. Both
Microdataand SubscribedButtonClick events are enabled
by default due to the presence of the AutomaticSetup and
InferredEvents configurations in the Pixel configuration
script. However, the AutomaticSetup configuration no longer

appears in the script for newly created pixels, suggesting ei-
ther its deprecation or consolidation into the InferredEvents
configuration.

Event Setup Tool. In addition to automatic events, adver-
tisers can configure standard and custom events that can be
triggered by specific user actions such as button clicks. To in-
vestigate how such events are set up, we use the Event Setup
Tool in Meta’s Business Manager platform to configure a new
event triggered by a button click. Comparing the configura-
tion script before and after configuring the event, we observe
that only the estRules object is updated to include a new
object representing the newly configured event. Next, we
investigate a website where a Submit Application event
is configured to trigger upon a button click. We observe
that when we remove the estRules object, represented by
the fbq.set("estRules", ...) call in Listing 5 (Section 2.3), the
Submit Application event no longer fires upon a button
click. Therefore, we conclude that the derived_event_name
key within the estRules object is responsible for defining
the event type triggered by specified conditions. We also
observe that the button’s inner HTML matched the ‘value’
field within the condition object of the disabled estRules,
which, in this instance, was “Submit my portfolio.”

3.2 Identity Tracking

First Party Cookies. First-party cookies are used to track a
user across different sessions and link interactions back to a
specific device or session, especially when third-party cook-
ies are blocked. By default, first-party cookies are enabled
when a Meta Pixel is installed - transmitting _fbp and _fbc
cookies as parameters with each event. The _fbp cookie is
used for same-site tracking, while the _fbc cookie stores
the fbclid click identifier, allowing Meta to link user inter-
actions across different websites back to a Facebook click.
To examine how the inclusion of first-party cookies is con-
trolled, we configure a Meta Pixel instance on a test website
with first-party cookies initially disabled. Upon enabling first-
party cookies through the Events Manager, we observe an
addition of the instance.optIn(<Pixel ID>, "FirstPartyCook-
ies", true) call in the configuration script. Replaying the pixel
with this configuration results in the inclusion of both _fbp
and _fbc values in the event payload. Conversely, when we
remove the instance.optIn(<Pixel ID>, "FirstPartyCookies",
true) call and replay the pixel, the _fbp and _fbc values are
no longer transmitted.

Automatic Advanced Matching (AAM). AAM enables
advertisers to share hashed versions of user information
such as email, phone number, first name, last name, gen-
der, city, state, zip code, country, date of birth, and external
ID. When AAM is enabled (it is not enabled by default),
Meta Pixel automatically detects these input types when a
user submits a form and shares the hashed versions of these



identifiers as udf f [<parameterKey>] parameters in the pay-
load of the SubscribedButtonClick event. For instance,
the hashed email address is transmitted as udff[<em>], the
hashed phone number as udff[<ph>], and so on. To inves-
tigate how AAM operates, we first configure it on a test
website. Upon enabling AAM in the Meta Events Manager,
we observe inclusion of both — instance.opt- In(<Pixel ID>,
"AutomaticMatching", true) and config.set (<PixelID>, "auto-
maticMatching", {...}) calls in the Pixel configuration script.
The config.set call also includes a selectedMatchKeys array
that specifies which user information fields to track:

config . set ("1286678629287552", "automaticMatching”, {
"selectedMatchKeys": [
"em", "ph", "fn", "In", "ge", "db",
"ct", "st", "zp", "country", "external id"
]
hE

This array contains keys (e.g., em for email) corresponding to
the user data fields that the advertiser chooses to track. Re-
moving a key from the selectedMatchKeys array prevents
transmission of the corresponding hashed user information.
For instance, removing the ph key prevents the transmis-
sion of the hashed phone number. We further validate this
behavior by disabling the instance.optIn(<Pixel ID>, "Auto-
maticMatching”, true) call in the Pixel configuration script
and replaying the pixel. Upon replay, no hashed user informa-
tion is transmitted with the SubscribedButtonClick event,
confirming that AAM is effectively disabled. This controlled
testing aligns with our observations on other websites, where
changes in the selectedMatchKeys array directly affected
the data transmitted under AAM.

3.3 Tracking Restrictions

Unwanted Data. The UnwantedData configuration defines
rules that limit the sharing of specific parameters with Meta.
These rules are categorized into blacklisted_keys and
sensitive_keys, and are applied at the event level (e.g.,
PageView, CompleteRegistration, etc.). Each event type
can have rules for both custom data parameters (cd) and
URL query parameters (url). The technical distinction be-
tween blacklisted_keys and sensitive_keys lies in how
parameters are specified in the UnwantedData configuration.
blacklisted_keys lists parameter names in plain text (e.g.,
["lat","1ng"]). sensitive_keys consists of SHA-256 hashed
parameter names (e.g., d3857b12b4cea. . . for a hashed pa-
rameter name as shown in Section 2.3). For instance, in the
payload of a ViewContent event triggered on the URL https://
www.example.com?lat=40.00&Ing=35.00, the d1 parameter is
sanitized to https:// www.example.com?lat=_removed_&Ing=
_removed_ if 1at and 1ng are either listed as blacklisted_

keys or their SHA56 hashes are included in sensitive_keys.
We confirm this by removing a parameter from the Unwanted-
Data configuration for a specific event type (e.g., exclud-
ing lat from ViewContent’s blacklisted_keys), which re-
sulted in transmission of the parameter. Conversely, adding
a parameter’s SHA256 hash to sensitive_keys triggered
its sanitization. For custom data parameters, including a pa-
rameter name in the cd array under blacklisted_keys or
its hash under sensitive_keys suppresses its transmission
entirely. To further investigate how these configurations are
set, we conducted an experiment on our test website. We
configure an event to share dob as a custom data param-
eter to Meta. Upon triggering the event, a notification in
Meta Events Manager stated that the dob parameter was
“Blocked by Meta” (Figure 16). Subsequent inspection of the
downloaded Pixel configuration script revealed that the cd
array within the blacklisted_keys had been automatically
updated to include dob.

Core Setup. Core Setup is a configuration that enforces
strict restrictions on the sharing of custom parameters and
URL query parameters. When a website is placed under Core
Setup, indicated by the instance.optIn(<Pixel ID>, "Protected-
DataMode," true) call), the cd parameters are omitted, and
dl and rl parameters which typically include full URLs
and referrer URLs, are truncated to only the domain. To
validate this behavior, we configure a Meta Pixel on a test
website and enabled Core Setup via the developer platform.
Upon enabling Core Setup, we observe an addition of the
instance.optIn(<Pixel ID>, "ProtectedDataMode," true) call
in the configuration script. Upon removing the aforemen-
tioned instance.optIn call and replaying the pixel, we observe
that cd is restored in the payload, and d1 and rl revert to
their original full URLs, including paths and query strings.
This confirms that the ProtectedDataMode reflects Core
Setup configuration. Our controlled testing on the test web-
site aligns with our observations on other websites, where
toggling Core Setup (via the instance.optIn(<Pixel ID>, "Pro-
tectedDataMode," true) call), consistently modifies the pay-
load structure in the specified manner.

4 CRAWLING METHODOLOGY

In this section, we first explain the selection of websites
and longitudinal curation of their snapshots in Sections 4.1
and 4.2, respectively. Next, we explain the identification and
extraction of Meta Pixel IDs from these snapshots, and the
details about temporal crawling of Meta Pixel configuration
scripts in Section 4.3.

4.1 Website Curation

We curate US-focused health websites from two sources —
American Hospital Association (AHA) [3] and Centers for
Medicare and Medicaid Services (CMS) [15]. We obtained
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5,685 AHA member hospital websites from AHA DataQuery
[2]. CMS provides a public dataset of 115,646 providers in
the USA [26]. We identity 53,432 unique active providers.
Unlike AHA data, CMS dataset does not contain website
information so we rely on Google Search (“[name] [city]
[state] official website”) to identify the providers’ websites.
Overall, we identify 18,327 unique US-focused health web-
sites — 3,272 websites from AHA and 15,055 websites from
CMS. To compare health websites against a baseline, we use
top-10K websites [40] as a control group. We limited the
analysis to top-10K websites due to the crawling limitations
of the Wayback Machine as explained below.

4.2 Crawling Website Snapshots

We rely on Internet Archive’s Wayback Machine [7] for lon-
gitudinal analysis of tracking pixels on the set of health
and control websites. The Wayback Machine archives web-
sites and their resources (e.g., scripts, images). It has already
archived more than 900 billion web pages since 1996.

We begin by crawling a website’s snapshot on the Way-
back Machine to detect and extract installed Meta Pixel IDs.
We use the CDX Server API [13] to collect historical web-
site snapshots available on the Wayback Machine. The CDX
records provide metadata about available snapshots, includ-
ing timestamps, which allow us to construct appropriate
Wayback Machine URLs for each snapshot. The CDX Server
API was queried in batches of up to 100,000 records per re-
quest for each website, retrieving website snapshot records
from 2017 onwards. For the majority of websites, a single
request was sufficient to retrieve all available records. By
limiting the number of CDX API retries to five, snapshot
timestamps obtained from the records were used to generate
corresponding archive.org URLs of website snapshots. For
example, URL for the Wayback’s snapshot of https:// www.
facebook.com/ dated Sept 1, 2024, is https:// web.archive.org/
web/20240901000408/ https:// www.facebook.com/.

Due to the limitations of Wayback Machine crawling, we
capped fetching of website snapshots to twice per year (on
January 1 and July 1) for all websites. In absence of a website
snapshot on January 1 or July 1, we search for the closest
snapshot. Each archived website snapshot was crawled using
a Selenium [89] driven Chrome browser. Selenium’s default
page load strategy, ensures that each webpage is fully loaded
during the crawl, allowing dynamic elements to be rendered
in the HTML snapshot [88]. Moreover, given that website
crawling on the Wayback Machine can face issues, we retry
each archived website snapshot ten times.

4.3 Extracting Pixel ID and Configuration

To identify unique Pixel IDs on a website, we parse the HTML
snapshots to locate the script tag that loads the configura-
tion script and the initialization of the fbq() function. Once
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Figure 4: Number of control and health websites with
Meta Pixel ( ) and number of websites with con-
figuration script in that year (blue) from 2017-2024.

extracted, these Pixel IDs are used to identify and crawl the
corresponding configuration scripts. Similar to how website
snapshots are crawled, the CDX Server API is used to iden-
tify snapshots of Pixel configuration scripts by fetching the
URL https:// connect.facebook.net/ signals/ config/ <PixelID> as
a prefix. Unlike the website snapshots, which are crawled
using Selenium, the configuration scripts are directly fetched
using the Python’s requests library to minimize overhead.
To ensure accuracy, each configuration script is assigned
to a website only for the years in which that Pixel ID was
observed in the website snapshot.

Figure 4 illustrates the temporal distribution of websites with
Pixel installations and those for which configuration scripts
were archived. Out of all the control and health websites, we
find 3,486 and 3,375 websites, respectively, with at least one
snapshot containing a Pixel installation across the years. The
other websites in these groups showed no evidence of Pixel
installation based on their configuration scripts. However,
not all of these Pixel installations had corresponding config-
uration scripts archived by the Wayback Machine. Specifi-
cally, we find configuration scripts for 2,771 control and 1,174
health websites, indicating that while a Pixel was present,
the associated configuration script was not always archived.
This inconsistency in the Wayback Machine’s archival cov-
erage means that our longitudinal comparison across years
may not comprise the same set of websites, as some configu-
ration scripts are not consistently archived once every year.
Nevertheless, the number of configuration scripts per year
remain sufficient for trend analysis [42].

5 ANALYSIS OF META PIXEL
CONFIGURATIONS

Using the PixelConfig framework described in Section 3,
we map different Meta Pixel configurations to their cor-
responding tracking behaviors to assess their capabilities.
Leveraging this framework, we conduct an archaeological
analysis of Meta Pixel configurations on health and control
websites from 2017 through 2024. In this section, we investi-
gate differences in configuration patterns, privacy implica-
tions, and ownership responsibilities across activity tracking,
identity tracking, and tracking restrictions.
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5.1 Activity Tracking

Automatic Events. We saw that the AutomaticSetup con-
figuration enables Microdata event, while the presence of
either the AutomaticSetup or InferredEvents configura-
tions enable the SubscribedButtonClick. Figure 5 shows
that the adoption of AutomaticSetup configuration increased
rapidly after its introduction in April 2017, becoming nearly
ubiquitous by 2019. From 2019 to 2022, the configuration
was present on over 97% of control websites and over 99%
of health websites. However, in 2023, the adoption dropped
to 89% for control and 82% for health websites. We surmise
that this decline in 2023 is due to a platform-wide depreca-
tion of AutomaticSetup by Meta, as we do not observe it
in 2024 snapshots. This is likely because InferredEvents
is sufficient to trigger the SubscribedButtonClick event
containing page metadata information and Meta may in-
stead be gathering microdata directly by crawling websites
or through other mechanisms [70, 71].

Figure 6 shows the adoption trends for the InferredEvents
configuration. Similar to AutomaticSetup, its prevalence re-
mained consistently high through 2017-2022, ranging from
97.4% to 97.8% for control websites and 99.5% to 99.8% for
health websites. In 2023, the adoption of InferredEvents
declined among health websites (88.1%), and further de-
creased in 2024 (68.3%). Our analysis reveals that 94% of
health websites and 77% of control websites that no longer
use the InferredEvents configuration were placed in Core
Setup starting in July 2023. This suggests that Meta may have
begun automatically disabling the SubscribedButtonClick
event under Core Setup to mitigate the collection of poten-
tially sensitive information, particularly for health websites.
Event Setup Tool. We detected that the estRules object
captures standard and custom event configurations set up
through Meta’s Event Setup Tool. Meta introduced its Event
Setup Tool in April 2019 [21], but the estRules object does
not appear in configuration scripts until January 2023. Since
its introduction, we observe that 47.1% of health websites
and 45.5% of control websites have configured events using
the Event Setup Tool.
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Figure 7 illustrates the distribution of standard events con-
figured through estRules across control and health websites
in 2023-2024. The most commonly tracked event across both
website groups is the Lead event, configured by approxi-
mately 25% of websites. This suggests that generating new
leads is a primary focus for websites using the Event Setup
tool. However, certain events are configured disproportion-
ately on health websites, aligning with user interactions
typical of healthcare platforms. For instance, health web-
sites track the Schedule event to monitor patients booking
appointments, the Search event to identify users seeking
health-related information, and the FindLocation event to
track searches for medical providers or facilities. Addition-
ally, Donate events are configured on health websites to
track interactions with fundraising initiatives, such as dona-
tions to medical centers or research institutions. Events such
as ViewContent and Contact are also more prevalent on
health websites. These events on health websites can result
in collection of potentially sensitive health information by
Meta.
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dard events of Meta Pixel in 2023-2024 across control
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Events configured through the Event Setup Tool are as-
signed a unique rule_id, which Meta can use to link spe-
cific user interactions to button text or values defined in the
estRules configuration (see Listing 5 in Section 2.3). Since
rule_idis collected for each event, Meta can map user inter-
actions with specific buttons, revealing contextually sensitive
content on the webpage captured via the button text. For in-
stance, we observe christushealth.org (a healthcare provider)
tracking a Schedule event when a user interacts with a but-
ton labeled “request lung nodule screening appointment”
Similarly, healthgrades.com (a healthcare provider directory)
tracks users clicking on buttons labeled as “hiv”, “hpv and
genital warts”, “sexual health”, “schizophrenia”, and “autism”
with a ViewContent event, and docasap.com (a healthcare
appointment scheduling service provider) tracks Lead events
when their users navigate to certain sections on the website
using button clicks such as “birth control pills”, “menstrual
care products”, and “erectile dysfunction” Another concern-
ing example involves equitashealth.com, an LGBTQ+ focused
healthcare provider, which tracks HIV appointment regis-
trations using the CompleteRegistration event when a
user clicks a button labeled “schedule your hiv sti testing
appointment now”. These examples illustrate that Meta col-
lects potentially sensitive health information using events
configured using the Event Setup tool.

5.2 Identity Tracking

First-Party Cookies. First-party cookies can be used for
both same-site tracking via the _fbp cookie and cross-site
tracking via the _fbc cookie, which stores the fbclid click
identifier. On health websites, if a user performs actions that
trigger event requests containing hashed identifiers (e.g.,
email, phone number) alongside the _fbp cookie, Meta can
link previous user activities to their Facebook identity. In
contrast, the _fbc cookie captures the fbclid click identifier
when a user clicks on an external link on Facebook, also en-
abling Meta to link a user’s activities on an external website
to their Facebook identity.

Meta leverages dark patterns to encourage advertisers to en-
able first-party cookies in Meta Pixel. By default, first-party
cookies are enabled when an advertiser creates a Meta Pixel,
a practice that aligns with the Bad Defaults dark pattern,
in which the less privacy-protective option is set as the de-
fault [34]. In contrast, disabling first-party cookies is notably
more complex than toggling other features (such as Auto-
matic Advanced Matching), requiring multiple steps that
align with the Privacy Maze dark pattern [34]. Advertisers
must first click ‘Edit’, then toggle off first-party cookies, and
finally confirm the changes by saving (Figure 14). Besides,
Meta nudges advertisers to keep first-party cookies enabled
by promoting them as a mechanism to “help deliver relevant
ads to people who may be interested in your products.”
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Figure 8 shows that first-party cookie adoption surged
between 2018 and 2019, soon after they were introduced in
October 2018. From 2021 through 2024, pixels on almost all
health and control websites configured first-party cookies.
This shows that advertisers largely adhere to the default
setting of first-party cookies, rarely disabling them.
Automatic Advanced Matching (AAM). AAM enables
Meta to directly collect user attributes from websites. Meta
hashes user attributes before matching it to the correspond-
ing attributes of all Facebook users [74]. Therefore, hashing
user attributes does not limit Meta’s ability to link the at-
tributes to Facebook users [25]. Moreover, hashing certain
user attributes such as gender is meaningless since it has only
two possible values (‘M’ or ‘F’) as per Meta’s documentation.

We conduct a longitudinal analysis of 11 user attributes
that Meta collects as defined in the selectedMatchKeys ar-
ray in the Pixel configuration script. Figure 13 depicts the lon-
gitudinal trend of all 11 attributes. Since the trend is largely
similar, for the sake of brevity, we discuss two of these at-
tributes here. Figure 9 illustrates a steady increase in Meta’s
collection of user’s email and phone attributes across control
websites through 2024 and health websites up to 2021-2022.
While AAM is not turned on by default, this increase can
be attributed to Meta’s design of the AAM setup process,
which leverages dark patterns to encourage its configura-
tion. During Pixel setup, Meta describes AAM as a means
to “enhance remarketing” [74]. Moreover, enabling AAM
through a single toggle automatically activates the collec-
tion of all user information attributes by default, aligning
with the Hiding Information dark pattern as shown in Figure
?? [34]. To prevent specific identifiers from being collected,
advertisers must expand the “Show customer information
parameters” dropdown and manually opt-out for each user
attribute. Meta introduced country, date of birth, and exter-
nal ID as new identifiers in 2020, further expanding the range
of user attributes that it collects through AAM.

The decline in AAM adoption among health websites be-
ginning in 2023 can be linked to regulatory actions targeting
tracking of potentially sensitive health information. In 2022,
HHS published the bulletin about the use of tracking pixels
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Figure 9: Percentage of control and websites
with Automatic Advanced Matching (AAM) configured
for email and phone from 2018 to 2024. For trends
related to all AAM keys, refer to Figure 13.

on health websites [81]. This was followed by warning let-
ters issued by FTC and HHS in 2023 [24]. This and associated
enforcement actions may have prompted health website ad-
vertisers to stop using AAM. As of 2024, approximately 30%
of health websites continue to use AAM.

5.3 Tracking Restrictions

Unwanted Data. We detected that the UnwantedData con-
figuration reflects filtering of URL and custom data param-
eters based on blacklisted_keys (specified in plain text)
and sensitive_keys (specified as a SHA-256 hash). A key
challenge in analyzing these filtering rules is the hashing
of sensitive_keys. We attempt to reverse SHA-256 hashed
sensitive_keys using a public database of pre-computed
hashes available at CrackStation [16, 97]. This allowed us
to successfully reverse 72.6% of the sensitive_key hashes.
Overall, we find 4651 unique blacklisted and 954 unique
decrypted sensitive keys.
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Our analysis revealed an overlap in blacklisted_keys
and sensitive_keys across websites. As shown in Figure 10,
half of the websites that contain blacklisted keys include
at least one of the 43 common keys and half of the web-
sites that contain sensitive keys include at least one of
the 81 common keys. This overlap in commonly observed
keys suggests that Meta is likely responsible for selecting
blacklisted and sensitive keys. This is consistent with
Meta’s claim of detecting and filtering potentially prohibited
information automatically [58].

We also identify 200 keys (e.g., SearchTerm, locationName,
q) that are common across blacklisted and sensitive
keys. However, despite similarities, there are clear differences
between blacklisted and sensitive keys. Blacklisted keys
(specified in plaintext) frequently contained substrings ex-
plicitly indicative of common PIIs, such as name, address,
password, em (email), dob (date of birth), phone, IP, 1at (lat-
itude), and long (longitude). These PII-related substrings ap-
pear in 58.4% of the unique blacklisted keys but only 7.7%
of the decrypted sensitive keys. In contrast, the hashed
sensitive keys include parameters related to potentially
sensitive health information. Examples include doctor (tow-
erhealth.org), specialty (balladhealth.org), height (men-
ningerclinic.org), gender (doctor.webmd.com), hospital (jef-
fersonhealth.org), 1gbtq (ucihealth.org), pregnant (invest-
ing.com) and physician (templehealth.org).

Figure 11 shows that no sensitive keys were detected
in Pixel configurations in 2020. From 2021 and 2022, health
websites exhibited higher use of sensitive keys compared
to control websites, with parameters such as txtSearch,
searchstr,childId, donor, gender,queryfilter,etc. Over
time, the gap between health and control websites in terms
of use of sensitive keys narrows.

We next analyze the names of custom events observed in
blacklistedor sensitive keys asreflected in the Unwanted-
Data configuration (see Listing 4 in Section 2.3). These cus-
tom event names suggest tracking potentially sensitive health
information such as “OCD” and “PTSD Quiz” (rogersbh.org),
“Low Testosterone Form Submit” (houstonmethodist.org), “Car-
diovascularSurgery” (mountsinai.org), and specific treatments
like “ImpressionGileadhiv” (everydayhealth.com).



I Top 10K Health
—
2024
—
2023
0 10 20 30 40 50

Percentage of Websites (%)

Figure 12: Percentage of control and websites
using ProtectedDataMode (i.e., Core Setup) over 2023
and 2024. Error bars represent 95% confidence intervals.

Core Setup. We detected that the protectedDataMode con-
figuration reflects Core Setup. Recall that Core Setup restricts
the data collection by Meta Pixel, particularly for health, fi-
nance, and consumer reports websites deemed sensitive by
Meta [58]. While Core Setup was officially introduced in
May 2024, we first observe the protectedDataMode config-
uration in Pixel configurations in July 2023. This suggests
that Meta may have started deploying Core Setup on certain
websites due to regulatory scrutiny even before its official
announcements. This is consistent with advertisers reporting
their pixels being placed under Core Setup [80].

Figure 12 shows a rise in Core Setup adoption from 2023 to
2024, with a notably steeper increase among health websites.
In 2023, only 2.5% of control websites were under Core Setup,
increasing to 8.6% in 2024. In contrast, Core Setup adoption
rose sharply for health websites from 12.3% in 2023 to 44.4%
in 2024. While the pixels on many health websites are in Core
Setup, a majority have still not been placed in Core Setup.
For example, Meta Pixel continues to collect search terms
on myamericannurse.com in s parameter, dshs.texas.gov in
content parameter, and health.csuohio.edu in keys parame-
ter.

Once a pixel is placed under Core Setup, we observe that
a JSON object listing the website’s custom conversion and
custom audience rules appears in its configuration. Note that
advertisers can specify rules based on visited URLs or custom
parameters to track conversions or create custom audiences
for targeted advertising [62, 72]. Among websites in Core
Setup, 74.4% and 93.2% have at least one custom conversion
rule and one custom audience rule, respectively. For instance,
the pixel on healthline.com tracks users visiting URLs contain-

ing “/health/boils-on-buttocks”, “/health/vaginal-pimples”,

“urge-incontinence”, and “infertility” using these custom rules.

Similarly, the pixel on psychcentral.com tracks users visiting
URLSs containing “adhd” and “nicotine” through these custom
rules. Note that the pixels on both sites were not placed in
Core Setup until August 2024.

We also observe cases where websites deploy multiple
pixels, but not all are placed in Core Setup. For instance, the
nationaljewish.org hospital deployed four Meta pixels in late
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2023, of which only one was placed in Core Setup. The pixel
placed in the Core Setup was configured with custom conver-
sion and audience rules to track specific health conditions by
detecting presence of ... /lung-cancer-screening/thank-you”,
or “../cardiac-rehabilitation-program” in the URL. Even
when Core Setup is enabled and URL is stripped to the do-
main name, we observe pixels on some websites circumvent-
ing Core Setup restrictions by including hashed versions of
the full URL. For instance, the pixel on wexnermedical.osu.edu
is placed in Core Setup but the SHA-256 hash of the full URL
is shared with Meta in the ud[dl] parameter. This effectively
circumvents Core Setup’s tracking restriction.

6 CONCLUSION

Meta Pixel has been available for more than a decade and is
used on approximately a quarter of the websites today. Prior
measurement studies were limited to studying the preva-
lence of tracking pixels, such as the Meta Pixel. In this paper,
we present a deeper dive into the installation and configu-
ration of Meta Pixel. Using PixelConfig, our framework to
reverse-engineer Meta Pixel configurations, we conduct a
longitudinal analysis of Meta Pixel configuration on health
and a control set of websites from 2017 and 2024. Our work
sheds light into the how Meta Pixel’s activity tracking, iden-
tity tracking, and tracking restriction features have been
adopted and configured. Overall, we find that websites stick
to Meta Pixel’s out-of-the-box configurations, driven in part
by the defaults and dark patterns that nudge advertisers to
not change them. For example, Meta Pixel was configured
to automatically collect button click and page meta-data
on up to 98.5% of websites and first-party cookies on up
to 98.8% of the websites. We find evidence that Meta Pixel
had been tracking potentially sensitive information from
health websites such as user interactions related to booking
medical appointments or clicking buttons associated with
specific medical conditions (e.g., erectile dysfunction). While
Meta later introduced controls for tracking restrictions such
as Core Setup and Unwanted Data as it faced regulatory
scrutiny due to the deployment of Meta Pixel on health web-
sites, we find that the adoption of such controls—again driven
by Meta rather than websites—is not comprehensive, can be
ineffective, and can be circumvented.

Our work contributes to the measurement literature on
tracking pixels by presenting a reverse-engineering frame-
work and its application to analyze Meta Pixel configurations
using the Wayback Machine. While this paper focuses on
Meta Pixel, the underlying methodology of PixelConfig
can be generalized to study the configurations of other track-
ing pixels. To that end and to foster future research on track-
ing pixels, we have open-sourced PixelConfig and released
the data (list of health care provider websites and pixel source
code) at https://anonymous.4open.science/ v/ pixel-config.
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This study complies with ethical guidelines for research in-
volving data collection and usage. Our research methodol-
ogy is based on the analysis of publicly available data ob-
tained from the Internet Archive’s Wayback Machine and
controlled experiments conducted on a researcher-managed
test website. We observe Internet Archive’s access limits to
avoid overwhelming their infrastructure. The primary data
sources we analyze include archived Meta Pixel configura-
tion scripts and archived website snapshots, all of which are
public records. Our research did not involve the collection,
interception, or processing of any actual user’s Personally
Identifiable Information (PII). We strictly analyzed publicly
accessible code and configuration data as deployed by web-
sites. Thus we strongly believe that our work does not pose
any ethical concerns.

B ERROR BARS

For a given feature and in a given year, we analyze only
those websites for which we find at least one configuration
script in Wayback. Considering this subset, we compute the
proportion p of websites that exhibit the feature in that year.
We then construct a 95% confidence interval using a t-test
based margin of error:

p=p)

n
Error bars in the plots are thus placed at p x 100 + ME.

ME = 10.975, n—1 X 100

Note that similar to Lerner et al. [42], we do not claim statisti-
cal significant comparisons but rather perform trend analysis
of pixel configurations longitudinally on the web.
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C OTHER PIXEL CONFIGURATIONS

Figure 13 shows the longitudinal trend of all 11 Automatic
Advanced Matching (AAM) keys corresponding to different
user attributes.

Figures 14, 15, and 16 showcase UI controls in Meta Busi-
ness Manager platforms for first-party cookies, AAM, and
parameter blocking by Meta, respectively.

Automatic Website Matching On .

Use hashed versions of information your customers have provided to your business, like an
email address or phone number, to match your customers to people on Meta. This can help you
attribute more conversions to your Meta ads and reach more people through remarketing
campaigns. Learn more

~ Show customer information parameters

Automatic Website Matching On .

Use hashed versions of information your customers have provided to your business, like an
email address or phone number, to match your customers to people on Meta. This can help you
attribute more conversions to your Meta ads and reach more people through remarketing
campaigns. Learn more

. Hide options

Email on @
Phone number On .
First and last name On .
Gender on @
City, State, ZIP/Postal Code on @
Country On .
Date of birth on @
Externalid On .

Figure 15: Activating the AAM toggle while the customer
information parameters are concealed automatically en-
ables all associated parameters.

@ Blocked parameters - by Meta

These parameters must be removed from your integration setup.

dob

@ Learn more
Troubleshoot Meta Business Tools data policy violations

Why this happened

It looks like data in your event parameters may go against the Sharing Business
Tool Data with Meta policy in our terms.
Examples of information you should not send to us include:

« Health, financial or other categories of sensitive topics about people

« Information from or about children under the age of 13

« Customer information parameters that are not hashed as required by
Meta

« |dentifiers such as social security numbers and credit card numbers

Thanks,

Meta Business Team

Figure 16: Email notification from Meta indicating that
the ‘dob’ parameter—configured on our controlled website
to share users’ date-of-birth data—has been blocked.
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Figure 13: Percentage of control and health websites with specific match keys configured for Automatic Advanced
Matching (AAM) from 2018 to 2024. The plots show longitudinal trends for First Name, Last Name, Date of Birth,
Gender, Email, Phone, External ID, Zip Code, City, State, Country, and instances where the fbp cookie is used as an
external_id (cases where first-party cookies are enabled but external_id through AAM is not). Error bars represent
95% confidence intervals.

Cookie usage
First-party cookies: On

Data from your website's first-party cookies can be shared with Meta. When first-party cookies
are turned on, this provides additional data that helps Meta deliver relevant ads to people who
may be interested in your products or services.

Edit

Cookie usage

First-party cookies: @ Off

Data from your website's first-party cookies can be shared with Meta. When first-party cookies
are turned on, this provides additional data that helps Meta deliver relevant ads to people who
may be interested in your products or services.

Save changes Cancel

Figure 14: The complex process for enabling first-party cookies requires advertisers to first click ‘Edit’, then toggle
the setting, and finally press ‘Save Changes’.
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